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Dear Ms. Dortch:

Telephone: (770) 232-9200
Facsimile: (770) 232-9208

Email: lsteinhart@telecomcounsel.com

Pursuant to 47 C.F.R. § 64.2009(e), Pulse Telecom LLC hereby submits its
Annual 64.2009(e) CPNI Certification.

If you have any questions or if I may provide you with additional information,
please contact me at the above address, e-mail or telephone number. Thank you for your
attention to this matter.

Respectfully submitted

.M. Steinhart
orneyfor

Pulse Telecom LLC

Enclosures
cc: Cosmin Schenk
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Pulse Telecom LLC has not taken any actions (proceedings instituted or petitions
filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to
access CPNI , and what steps companies are taking to protect CPNI.

Pulse Telecom LLC has not received any customer complaints in the past year
concerning the unauthorized release ofCPNI (number of customer complaints a company
has received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI,
broken down by category or complaint, e.g., instances of improper access by employees,
instances of improper disclosure to individuals not authorized to receive the information,
or instances of improper access to online information by individuals not authorized to
view the information).

FCC Annual Filing

/"/

Signed c·

Cosmin' chenk, Director
O'/CJ//IO
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I, Cosmin Schenk, Director of Pulse Telecom LLC, certifY that I am an officer of the
company named above, and acting as an agent ofthe company, that I have personal
knowledge that the company has established operating procedures that are adequate to
ensure compliance with the Commission's CPNI rules. See 47 C.F.R § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining
how Pulse Telecom LLC's procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. of the Commission's rules.

FCC Annual Filing

(~
Name: Cosmin Schenk
Title: Director
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Exhibit A

Pulse Telecom LLC

Compliance Requirements



Socllo.64.2\lllS

PULSE TELECOM LLC
1451 W. CYPRESS CREEK ROAD

SUITE 300
FT.LAUDERDALE,FL33309

Exhibit A

Compliance Requirements

Pt.Jlse Telecom L1.e eCOmpany") maintains the following operating procedures to ensure compliance with the
requirements set forth In Section 64.2001 at seq. of the Commlss.lon"s rules.

U.. of ""'.'''''.r proprle"'Q> network lnf""".tlo" W\tIlo.t <l1lsromer
approval.

Co) I'iriy tcleooromwlic.tio•• can1ermay us., ill""l""", or p.nnlt......» CJ!)iIl.lbr fuo p\1l})o,e of
Pl'O"\Iidlng or mal'k.ctlng S<ll"IIoe ~log. 'llll.Wlg the oatog<n:iell <»; ,,",viee ('M., loool, ~""Se, lllld
CMR!l) ro Whicl> tb1> cllS!om... o1relld,y s.1menim from fue sa",e..trior._lit euotelner "l'l'l'ovol.

(I) If. to~tiOD.<:an'lu provld.. dilllmlnl~ of ....'VI<», and a eu,\OlIlI>'
.nlmOtlhos to mOl. fuen 0"" category of ...."'" oft",.d by tho •.mer, fue can1er is p"",i11W to sllat"
ePNI atnong tho """""'. aflIllated onti\ies fuel p'l>VidJ> a ..!'Viceo~ ll> fue customor.. . .

(2) Ifat~eC:OnUnuoiontious.Oll:i<ir provld.. dll'!l>/<mt categories of$Ol'Vi... but 0ocatomor d!11lS
not subljOri\lo to ID\>l'O fuen _ o!'feriug by G•• _lor, fue _Is Mt perrolltJ!d ll> sbare CPNI wllh !Is
olfillate.. oxoel'l ao pwvldod In §$4.2~G7(b}.

(1)) Ii. M=Ulliontiono can10r may not .... dlsel.... or permit &CCOS& to CFNlw mO!ketw •
'_or SOl'Yl"".~ that are wl1hln • cal~ ofservieo to \'ilil(:h the SIlbscribet d... not .tr""dy
sebiOflbe fu>m tb!lt ""rrlet, Ullie", that oartior has CIlswmor approv.l to do so. "".'PI as desoribed In
P""l\lllph(o) .fthls soetl"".

(1) A wlrele", provider m.y lISl1, dla.loiie, ""pemrl.t '''''ailIll:o CJ!Ntdodved fu>m Its pro,","O" of
CMM, wlthOIll eust<>mor .ppr<>val, i\>r1b.provlsl.n ofCPlllltld lllll>rmllll•• servleo(.). Awhelln. "",rler
"""" .... dIs.l... or permJt ...... to CFNl derlvod ftlJJ1l. its provision of looid ""oballgo s"",leo .or
lnt"""",haego se"'leo, Wlthout eust<>met approval, 11>f 1lle provldoll.fCl'n!Illd.aIl answerln!!, '1'0100 "",11
ot: messaging, voice storage andre~'1al se:rvfues~ faX store and ftttwe.:rd, lU1dpxoroool oonveJ.'S1tm.

(2.) At"leool'lllllllllleall'cns can11lt may not_, (\l.d..., 01' pennlf. aooess to CPNI to \dentlfy 0'
!tack cllSWmOlll alllt 0011 00lllJIe&g WlVlco i."""Iidolll. F.t~e, a 10001 e"clwlgo carrler may notuso
local ,""vic. CFNl to 1<,,* all "..tom.,. fuet call loc<l1 ..rvi ompotito<o.

(.) AtdecQJJllJ'MlI••tl.»~ ClUI'ler "'''Y u.e, dlso"' or pannlt acoosa to CPNl, without '''''l.on:iG'
.ppl'O'Ytd, .. de"",lbod in thlsp",agtllpb Co).

(1) AteleoOllllll.1llllontions carrier may .... dlsolO$ll, f1r permit ...... to CPNl, wltb1>ut oustomer
approval,ln ill> provision .finsldewlrleg InstoUatlon,lll>infe_,.nd repair servltts.

(2.) CMJMJ pr<>vldets may .... di,c1o... '" panni!~ II> CPl'Il fmc th. P\1I})ose of oo.doctlng
meoroll.nth.hellllh"f&<;ts .fCMlUl.



(3) LECs, CjMRS provid.... aod in_ed VoW providers may ose Cl'Nl, without costomer
apploval, to market services formerly kncwn."" adjlUlcMo.b..ic Sl'rvices, "",,!l as, but not Iimlted to, .pee<!
di.lhlg, computOl:.provlded diwltol'l' assistance, call mOllitcring, coli (taclng, call blocklng, cell return,
repeat dJaHng, calltteck\ng, cell waiting, call.r1.0., cal! forwardiog, alld oertain Centre" features,

(d) A tele<:o=oll!calions cmlor may use, disclose, cr plllmlt """"s. to CM to prorect the rights
_______2D'~r!¥ofthe CIln"ler, or I" PJ"?tect lWers oflbo•• services and other oamerS from fraudulenl, abuslv,," or

tUlla:wfuI use of! or SUbscription t\)~ sueD~.

Tlte Company 1111.' adopted speclfle CPNlpolities to eIIsure tlwt, hI the ilhsence ,qcus/fflller appr(JVal,
CPNlls only UIfflI1 by tile CompllIty to provide or marl«lt service Qjfermg.!' among the CfJfegor!es ,q
service (Le., lric«l, lIItere;wll«nge, l1Ilil CMJI9) 10 ..1I1ch tile' _tomer already saDscrf!Jes. TIre
ComplUZJl's CPNIpollcits pro1ltlJII the slulring 01 CPNl witlt affiUeteif companies, except lt$ permit!cli
under Rule M.3(}OS(a)(l) Of wltlt cuSlomer eppr(JV«1pW'suunt t<i Rale 64.Z0Q1(b). Tlut ,Dluy exceptions
tiJ t1lese1'0_ «te a" permiiUld under 47U.s.c. § 333(d) ant/Rid<! 64.31!tJ5.

r.
f:

Section 64.20117 A.pproval required for lise of c\>$lomer proprietary notwork InforJlllltion.

•

(a) A Iclocommnnle.tiou, oarrier may obudn "lIproyal furough wrlrten, oral or oJ.eottonlc
roe1hods.

(1) A teleCOlillnunicatlo.. carrier r.lying: on orol approvolsball b.ar the burden of demonstrating
lhllfsuchepPJ"?VaI has been given in complhmce with the Commisoion'. rule. in this part.

(2) Approvol or disapproval to u,., diso1ose, or I'mnlt aecos, to a customer's c];>'N1 obtaJned by a
relecomm)lllicati""" carrier must remain in ~:ffot;t Ulltil the custom.r "",okeo or JimitIl such approval or
dlllapprova!•

(~) A tolecommunicallons carrier must maintain reoords of epproval, whether oral, written or
eleotronio, for at least 011. year.

n, rdl ch'ClUI1otanCM where cusWnw approvlJl /$ requirerlto lise, IlIsclO$e <ifpermit <recess to CPNJ., the
ComplUZJl~ CPNlpol/cJei; feqWC lltr1l nw Comp""y olmrin CllatiJmer approval thr.ugll ",rllten, 0'01 fir
electronic melhDlh In cnnrpllallt,e ..111, l.l.1d<! 6",z007. A CIlSlO1llet's IJpprov«1 Of disapproval remofn$ i.
ejftret ""til the cu$/ffIIler revokes flf limits tire approWlI nr I1Is«pp''''''' Tile Company malfdai/1$ ,ee.rt111
01CWllomereppr(J1)al (whetJutr written, oral 0' electronic)fO' a mmlmum oj""eye«r.

(b) U"" ojOpt-Out and Opt-Tn AppriWal P,·O"""""". A teleeoll:\llllllJlcallon. carrier may. subject
to 0l't-out approval or opt-in approval, u.e its l'Ustomer'. individcel;y ldentliillbl. CP'N1 for the jllltpos. of
ma:rkellng communicatiClllMelated .orvi... to that customer. A. te1ecomlrmnlcaticns carrl.r may, subJoor to
op1rOut approval til: opt"1n approval, dlsclos. Its custolllllfs btdlVidually idenUliable CP'N1, for the plltpo..
of maOO;ting colJUllunlcatlons--related sorvioe. to that customer, to ita "I>""ts and its affil1aws that provide
collllIl1lnk.tlons·relared services. A telecommunications CllIliOl' may also peront such pel'son or entitlea to
obtain aeeeSS to $\llJh CPNI for such pUlpo.... lll<cept for use and disclooUl'a of CPNI that i. pel'iliitted
WiUlOUl cu.rome, apJll'oval under se<:tloo §64.200S, or tlJat wdesOl'ibed in this paragraph, or as otlwJ:wlse
provided in sectioll 222 of lbe Commulrlcatlcn. Act of 1934, as amended, a teJ.eoolnmll.llicationJl carriel
may only use, disc1o.., or permit access to I'" ou,toIllllr', Individually identifiable C?Nlsub,ject to cpt-in
epproval.

TIll!: Company does /WI' use CPNI fo, IDIJ' purpose (including marketing Cl)nmluulclJtums--telaled
servkes) amI does 110/ disclose orgrllll! IlCCe$S to CPNl tn Myp«fty (Including to agelils or affiliates that
provide cummUl,IcIJtio...relaJed sewlMs), _ept ao permJitl!d under 47 U.S.c. § 22:1(d) and )}.ule
64.Z005.
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Sootion 64.2008 Noti"" require<! tor use of .usto..... proprietary network information.

•

(a) NocijiC«tion, G_ally. (I) Prior t<> any solicitation for ousromer approval, a
teleoominnni""t;ons card", mn,tp~ IlQtifiootion to~ ousto_ ofthe oustomer's right to restrict """
of, disolose of, and aoces' t<> tbat customer', CPNI.

0) A telecommunications cartier must mainillin records of noltlioati<>n, Whether om!, Wl'lIWn or
erectiofucl tor at least one year.

(b) Individual nollee to CUS"",,",S """'I be provided when solloillng approval to use, disolose, <Yr
penni.t accesG ro customers' CPNl.

(0) Contenl ofNotice. Cu<l:omer notification must provide sufficient infurmation to enable !lte
customer to malo> an lnfbrmed decision as to whelherlo pennit a ""nior to u.e, disclose. or permit a_••
to, the eustomer?g. CPN1.

(1) The notifleatlon must Slate tbat lhe CU<l:omer be' a right, and lhe c.rrier has • duty. under
!Metal Jaw, to prote<>tfuc oonfidentiality ofCI'N!.

(2) The notifioation must .pecify tha \l'p6S of information tbat oonsti.tule CPNI and lhe speolllo
entlties fhal WJII reoeive the CPNI, del>otibe lhe p1ltpose, lbr whioh CI'N! will be used, end infonn Ole
customer ofhis or her right to dis.pprovo1hose uses. and deny or wlt:hdraw ac<esswCPNlat any time.

(3) The notification must advise tbe customer oflhe precis. stops lh<> customer mnst take in Ol'der
to gt'on\ or dOllY 'Coos. to CPNI. end must ~!l>arly slaW thi!t a denial of .pproval will not affect the
provision of any .ervlc08 to which the customer subscrlb... Howev.... cartiers may provide a brief
statemlU1~ in a cl.,.,. and neutral ll1nguage, describing conseqU<mc,. diroolly rellUltmg from tho I.ck of
ao"",g to Cl'NL

(4) The notificatlon lUust be oomprehensiblo and must natb. misleading.

(5) If wrItte" notlficatiOlJ. i. provlded, the nOllce ltlllet bo cl"""ly legible. uso sUfiiciontly largu
.type, and be plaoed in an arne so as to be readily apparent to a customer.

(6) If any penlon of a notification is trinslawd mlo another lllllguage, then all portions of lhe
notification mustbe translated into thot language,

(7) A carrier may ststo in lh<> notifleatlon that the customer's approval to us. CPNr may enhance
tho carrier's ability ro offer products anll.s<>tyIoes tallored to lito ¢1llto~llef' needs. A cattier also may s!ala
in,tho notifieatioll.that·;til1ay be compelledto diac!ose CPNI to a11YllerilOl1 upol1aff'lrnmtlve written request
by the customer, .

(8) A carrier may not lllOJud$ in lhe ootlfioati<>n mIl' statoment attomptlug to encourago a customer
to freeze third-party access to CPNI.

(9) Tbe noltlicotion must state tJ",t any approval, or danial of approval for Illo us. of CPNl
ouisld••fiho service ro which Ule ¢1lstomet atready subscribes from tlml oarrier is valid untll the oustomer
al'l'irmativoly revoke, er limits such aJ?Pl'oval or denial.

(tQ) A teleoommunlcatlollS oarrior's solicit.tion for .pproval m.ust be proximate to tb~

notification of. customefs COO rjghls.

The Company'. Cl!Nl po/Me. require that CUSWme1'$ b. notified Ofmetr rlgllts, and tke Compl1llY's
ohligatlonB, w"h respect to Cl!Nlprior to allY soUdtation for ellS/omer o:pprDval. All reqUired ""slo",."
tWi/ees (jol,ether ,.tlttel" .ro! or e/eWollle) C(f1llply 'Viih ike requItement. Of Rule 6tl.2098. The



•

CompQJ'Y mainU<tns records 1>/ nJJ required ClMI<J1Mr flQtlee. (whetlter ..rUten, oral or dectronle) for a
minimum of()1U?, year.

(d) Notice I1eqwromenfs Speoifio 10 Opt-Oui. A telecommunicatio,," =ier must provide
notification to obmin 0l't-out approval lhrQ'Ugh ol_ollie or Written methods, but not by oral
COllllllllnication (except .. provided in paxagraph (jJ oflbls seolion). Tbe ..ntents of any such notification
nIllst oomply Wlthlhet"'lniretnents ofparagraph(0) ofthis section.

(I) Carriers must wait a 30-dsy l»lnbuUltl period of timo aller giving oust"""""" notioo and lll\
opporlun!ty to opt-out before assuming """tome< lll'proval to US,, disclose, or permit aooess to CPNl. A
carrier may, in Us disetatlon, provide fur a long'll: period, Cmrlelll lll'OSt IIl)llfy ¢uSl<>l:llers .. to the
applicable wailing period fur a response befOre approval is ."""",ed.

(I) In th. case ofan .lcctl:onlc fuon ofnotilioation, 1he waltlng period shan b.gin to run from lb.
date on whioh the notilicatlon was ..nt, and

(li) In the euse of notifioalinn by mail, the ....iling period shall begin to run on fue 1hird day
fullowlng the dale lbat the.notification Wall mailed.

~) Carrie" using 'the opt-l>l\t mechanism must provida notices til tha;,' CllstolllilTS every two
years,

(3) relecol1llll.Unlcallon, carders that use lMllail to prou opt-out notices mnst comply with the
following "''l''Im,"mls in addition to llIe requlrement> generally epplicable10 notificotion:

(i) Catrial" mu.t obmin e><pres" veI!flaJ:>le, prior lll'proval from consumers t<> send notices via e­
mail regarding their service In general, or CPN'lln parUenl.r;

(ii) Corrier, mn,t allow cu.'lomers to ",ply directly (0 ..mall. contalning CPNI notices In Ol·.or ttl
opt-olll;

(m) Opt-ou~ ..mall notices thet m'returned to 1lle """fer as undeliverable m.ust be sont ttl the
·oustomer manother form before earrlers may oonsider tblo'l customer to have received notice.

(Iv) Carriers tbat '1Se-..maillo ,endCPNInotices m..leusure thet the .'Ubjoo! jj"" ofth. ma,••ge
clearly and .ocnrately identifies rl,e subject matter ofihe e-mei!; ill1d

(v) Telecommunications carri"', must m.ke availahle til every cn,t<>met a llletJwd to ol'!"out that
i, of no additional ¢OSt to the oustolllOr anli that is available 24 hours • day, seve". day. a week. Corrlers
may satisfY this ""lnilenlent through a cOJllblnailon oflllclilods, so 10l,g as ail oustom"" heve the .bill~y to
op;.outat no cost!U1d ara able to effuctuate tllllt choi"" whenever fuey choose.

The Compo", does nQfcurTeJ't/v solicit "upt out" customer approvalfor lite use or dlsclusure ofCl'Nl.
Th. Compo", d_ /lOt us. CPNI fur all)' purpose (lncmimg marketu,g COlll1llWllCitllo/lt'-relall!<l
services) ami does not dls%se or grant accm.to CPNJ to lUIyparty (i1lcfuliing to agems or tifl/Ilates (frat
provfile CQllml1lntcatiOllt'-reiarad ."",Ie..). except as permitteli anw 47 U..s:C ,fi 222(rf) and llrile
64.2005.

<e) Notice Mqulrements SpecifIC to Opt-ln. A lolecommnnlo.tions canier may provide
notlllcation to obtain opt-in approval lilrougb otal, wrltt<>n, <;rt elootronlo methods. The contents ofany S1J<:h
notlfloatlon mnst comply with the r"'l11i,.omonls ofparogrsph (0) ofthls sootion.

Tile Compa,~ dOfl$/lot c«rrent!v ~olklt "opt h," custmnerapprovillfor the USe or dt8ctasural>/ aWL
The Compll1fY ikles not lwe, dlscwse (11 grant «00'" to CRNIfor "", purpose, to "'IJ! party or III any
Itwnner t/lat WOlt14 req:tlre a Cllslo1tWrrs ,ropt ;"ft approwllzmder the COJnmission~ ePNf Rules.
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(f} N<>tlce llequlr....mts SJlf!"ifio to One-Time U.e ofCPN!. (I) carriers may use .ral notice to
obtain Ilmil\ld, .n....time us. of CI'Nl for lnbound and .nt1>01md ~ustomor 1elepoone ._ for the
d1m>Ilon'oflbe call, regardl... ofwhether OOlt!ers u,e opt..U! or opt;-ln appr.'>'a1 hased on lbe oature oflbe
.ontact.

(2) The oontenl$ ofany .uoh notification l1lllSt comply with the requirements of pazagtaph (c) of
_____.__th~is"'aectl=;;;on,~el!CO~P'iit£'ifuattolacommuuicalions _loIs inay Olllillllly ofthe followiug notic. Pl'ovlsions Jfnor

relevant to l1lil Umite<! uso for Wfucfi l1lil1lll1i'ler seelOi MI:

(i) carri.... xwed not edv;se OUstomors thet if fullY have opled-oU! previously, no action i, needed
to maintain tlie .pt-outel.ction;

(ii) carriers need not advise cusromers that tOOy may share CPNl wlt1l tOOk al'f.illal!>s or fulrd
parti.s and need not name those entilies, if tile tunlted CPNI usage wlllll<l! re.ult in use by, or dr.cloS'll'"
to, on affiliate or third PartY;

(ill) carriers need not dlBclosetha ltlOllllS by which a euslemer candon)' or withdraw future access
to CPNI, so loag as carrl",. explaln to ousto__ that tbl> scope oftne approval tho ""mer see.s I, limited
to one--tim6 use~ and

(Iv) carriers may Olllit dl,elo$ure oftha P!'Ocise ,teps a eustomer must take In order to grant or
deny acces' to Cl'Nl, .. long a, the oamer clearly communicates \hat the customer can detty aocess to his
CPNl for the calL

In iIIldtI1lC1lS where dte Company seeks oll&-tlJlzecliSlomer approvaljor tkellSe or disclosure ojcRNI,
die Company ootallls such <fJ1proval In a<X()rilJlzwe wIth the alslilo9lues, mefl,olls and requirements
comalned In Rule Z0fJ8(f),

S..Uon 64,2009 Safeguards required lor .... ofe..stomer proprietary uetwork informatio..,

(a) 'feleconummio.tlOl1' canier. must. implement a system by which the status of a cu,tomer's
,CPNI approval can be oJearJy establi.hed pdor to the use ofCPNl,

Th. CompllllY'S billing SJ!.tem allows lIuthorkeil compl11lJ1 perso",..llo <'«SIll' detennine the sl<#us ofII
CUSl01ller'. CPNIllJ1provlI1 on tl1. cUstolll'" IlceoU'" $;I""'"prior to Ihe us. or disclosure iJfCPNI.

(b) Teleoon:unnnications carrier. mu.t Italn their personnel as to when they are and are not
authorized to us. CPNl, and tarrie", 1lUlst neve an expre.. disciplinary P!'00es. in place.

TI.e Comp""y/"", estllhllshetl CPNI oomplJance policies tltal IlIclutIe employee training on ,••trW/lo"s
Oil Ille use and dlsclolfll:re of Cl!NI aM toIIu/rel! sqfeguarih to prc/tret nBalJwt unauthorked use or
I1Jsclosure ojCPNL Employees umlersranl! the CPNIpolkles and a vwhltion ofthose polkles will
result in disciplinary «cuo,.

(e) All =Ier. shall maintaln a NCOrd, electronloally or In WlUe otherm.lUter, oftOOlr own ond
their afflllllt..' sal.. and marketing oampalgns that use their customers' CPNI. All carriers shall mamtain a
recol'd of all instan""s wh.... CPNI was dlsolosed Ol' provided to third parties, or where third parties were
allowed aocess to CPNl. The ,eCOld must Include a: description of each eampalgn, the specific Cl?Nl tha>
Was used in tbe campaign, and whot protlttct. and eervi... were offered.. a part oftne campaign. Carrier.,
,hall retain tha record for a minimum ofono year,

The Comptmy's Cl!'Nlpof/dea r"'lnire fltaf all safek Clui marketing cllJ1lplli/P1s fnc/Mlng those ntllillng
CPNI be recorded trlui ki!fJt Oil flIe for at least oneyear. !l.eoord. are also malntclnea!or disclosure or
«cce.. to CPNI by thirdpar~. The records l1Iclut1e tl,e teq.rired avO/'mailon listed In 1IJ</e 64.2009(c).



•

(d) 'l'oIecomnnmication' c,,~iers must .slabU,h a supervisory revlew process xegardillg carrier
compliance with I1le mlo' in this ,ubpart for ouO-bound~g situation. and maintain recorda of cmior
compliance for a minlmUlTl perIod of _ yeer. Specifically, .alo. p""ooll!lOl1llllst obtain supervioory
approval ofany propo""" ont-bound marl<oting request fur customor approval.

71Ie Compa1tJ1'. CPNl pollel.. MIluire "",ptoyee. to obtain approval fro", tlte Company's CPNI
Compl!l!!Ili!! 0fjjpeJ" fof allI!IfIf~Im!!' iJEcl1JdlJtg tkose 1II1l/W,g CP.IVJi prior to Ytitl(#/l'R thlll
campalfJl. Record of t{w marketing campaigns, along 'I'M Ih, approprial0 supervisory apprflval is
maiumb,ed/ur at least Olleyear.

(e) A tetecommooioatlollS cmi... lllUst have an ofll.or, as an ogent of the ollIdor, sign and file
willllhe Commission a oolTlpIinnce certlfiOlille on an annual ba,ls. The officer mn.tstate In.lhe certification
tha~ h.e or she has personal knowledgo that the company has established operating procedllr~s that are
adequate to ensure oompliance Wi.1ll the rules lli this sUbpmt. The carrier must provWe a SlalODletlt
acoompanying tha cerllli."" explaining how ito operating procedures ensme that it is or is not in
complialloo with the roles in tllis IIllbpaat. In addition, I1le carrl... mus~ include an elq)lanatkm. of my
aotlo"" lak~ll against data broke" and a Sll:Il:Ill1OI:Y of all customer complaints r..eived in Ut. past year
conoerning the \IJl.ulllorlzed reiallse of CPNl, This flling rouat be made annually wlih 1he Enforcaroont
Bureau on or itefure March I in 1m DooketNo. 05.36, fur data pertaining to tha previo"s calendar year.

Tits 1'eiJulred officer cettiffcaJkm, actlqus taken «gaInst dal~ bFiJTrers and tmmn,ary qf cusfIJ'/Utr
CQmpi;lmt due"",,,,,ts are inclruled 'I'M 1l,Is accomprmy/ng $Iiltemont. Tit. Complt1lY will fI1e f1Ict;e
aoctrl1Umls 011 un an1mal basis on or bifore March 1jOr Mm perlammgto/T", pttvlo". ea!endaryear.

(f) carrie.. nnll't proVide wrltwn notice wlthin five business days io the Commission of any
Instance where the opt-out nwobaoisll1s do not wolkproperly, to such a degree that consum~rs' inability to
opt-out Is more than an anomaly.

(1) Tbe notice sball be hI the form ofa Ietter,lllld shall Include fhe cwer'. name, a description of
the opj,.Oll~ meohanJsm(s) lISad, ilia problems(s) experienced, !he r<nnedy proposed and when itwill be/was
implemen~d, whether lit. fOlevaut '""'" co_issiooC.) has' baen notified and whotlter it has laken any
action, a copy ofthe nolice proVided to CUstomelS, .nd COnlect lnfuonalion.

(2) Such notloe mllSt be sublllitlJ>d even if too eWer ofl'ets other metllOds by which oonsumers
mayopt-uut.

Tlte Company dues lIatcurrently .oliolt "upt out"ell.rom., approvaTfor the use fir <llse/osure OfCPNl,

Section 64.2010 Safeguards on the disclosure of costumer proprietary netwQrk information.

(a) Sajegw:rrdlng CPN!. Telecommunications 0lU1ier. mnst take rellSOJlllblo ineasures to discover
and pmtecl ageinst attempts to gain "".ufu!>rl:wd access to CPNI. Teleoonummlcation.s calTier. must
properly anthenticate • cnstomer prior to dl,elooing CPNl based on customer-initiated te1eptlone con!ac~

online account access, OJ:" an in..&tore visit.

TT,e Company's CT?N1 po/wi.. and empWyee uoalniug InCinda r_flnable meas/ll'es to diScoVer and
protect agaR,st activity (hili is Rt.ueatltlll ofptclexting Il1Id employees ",a tnstr1lCle4 to no/lfjl the CPNI
Complla1lCe OfJlMr ifallY .,,,1t activity i.",.peeted.

(b) reiephone "cces, to CPNl. TeleoomJnnnications cani.,. may only disclose call detail
lnfunnatlon over the ~lephone, b..ed on custom.r·lnltlated lblephono contaet, if I1le customer fltSt
provides the c.mer wlth. password, as descrlbed in pamgmph C~) of this secUon, ijjat i. not prompted by
tl,. carrier asking for readily avaUabl. biogr.phical lJlJbrmation, or =lInt in.f<>rmation. If lb.e cnswmer
does n.ot provide. password, tho teteco=lc.tlons carrIer may only di,olo.e call det.lIlnformation by
sending It to ilie ousromer'. addre.s of recurd, ur, by colling tb. ou.tomer at the telephono n1llnber of
record. If the cnstomer is able to provide call delalllnfomw.tion to thele!ecOllllll1mioations carrier during a
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cusl<>m.....initlated oall witham the -telecommunication. corder's assi,tanoe, then the relecommuniea1\onB
OlllOO i. permitted to discuss tit. call d.tail information providedby the oustomor,

The CfJJnpany's ePNl pelioWs _re tkot a .u.romer Is ""IV alite /Q access CIllllfetllillnlernuttion over
the UtlepIu>ne In one 01 the ways Il$fd In l1.Rle 61.zqllJ(IJ). JJ the c.stom.r C/lJInot rememher tludr
passwotd, they rue promptM to 4IISW., a secutlt,v question. Ntlt/let the passrvord I/Qr the securlt,v
(J1leS/lQ1. are based Oil reaal/J? araiJalite t 'kiClll ill mallon or account tmailele. CllsIQ/llSr

Tlee Company does not have a retaillocatlon.

Ce) &tabllsltiaent if a Password and BllclMfp Au!JlemIclltlcm Mdhods Jor Lost or Forgorten
PO!ISWemi.. To ootoblish a password, 'a 1i>locullllll1ltlieatlons oarrler IllUst authea1icat# t11. customer wilhout
the use ofreadily avallable blograpllleallnful'W1l1lul1,or accoUllt lnfQrllletlon. Teleccmltl1mlc.llons corriers
may create. back-Up customer sulhon1'ioation melhod in the event ofa lost Cr lbrgctt.n password, but wcll

;\>ack-l1Jl cllStcmCr aUlheml<ation l1l.elb.od may not prompt the oustomer ('Or t1ledily available biograpl1i£al
'inlbnna1\oll, or account infonnlltion. If a oustomer cannot provide the co,:reol password or !he correct
response fur \he back-up custonwr aulltentioatlon melhod. the customer mU'1 establis11 a new password ..
deooribed in this paragrapb.

Til. CompllJly's epN[ pollcks all... lor a ftPi w'V' to eslu.blllli. a plJSJrvord, all 01 "'"/c11 ""sUra
compUa1lca wirl. tile above paragraph. Each me//wd a!lIo allo",s tile customer to estnblls/. a' '
SOCilrl¢l qlfestlon in til...em Ihat tk.yJorget theirpnssword. In 11f) ev<nt does the Company us. r.aflfly
avaiJtilJle lJlogfQ[1k1col lfilormnllon 0; acCO/f1lJ in/(ir»wltm a. a lJilck'up qu••tfoll or a. a menuS 10
estu.b/isha passwordor amll.lIt/cafe I/w""stomer.

(I) Nofl/lca/lQn 0/ OQcmmt changes. TelOC(llltll)un;cat'lOns oarriers must notify oustomers
irnmedialoly whenever a password, customer response 10 a back-up moens of aUlhenrioa1ion for lost or
forgotten pc'Iswords, onUn. aooount, or addr..s of record is 0I'Oated or obanged. Thl. notification is not
required when the cuatomer lnitlates service, inoluding lb.e .election of a password at •.moe inltlallon,
This notification may b. tltrOugl! a oarrler-orlglnat#d voloOlllall or text m..soge to the mlapbone number of
record, or by mail 10 lb.e addr... ofrecord, and must not reveal \he ohanged infutma1\on or b. sent to lb.e
new account information.

The Company's MUIlg .ySiem gellerates It notification leller wl.en a'V of the fields liSted in l1.Rle
64.20l0(fj Is created or clUlnged. The Company imJIledlaidy malls oul die IlOtljlcatfon Wthe afftitess of
re()(}rd (never a new Mdress) wizen required by Rule64.2010(fj. TIle COll/eIIJ oj file notfjlca/lQu CQtl/(!Ues
IVW, til. r.qu!rem.llIs ojRule U,'JOIIJ(fj.
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(g) Eusln... em/omer Exemption. TelecommUJllootlons onttiers may bInd themselves
COIlttaetllally to anthenticatloa regimes other !ban those desclibed 111 tills ..ction for servlees Illey provide
10 their business austorner that have both a dedieaM accom repre.entative and • contract that epeelfieally
Ilddresse. the oemers' protwtlen ofcPNL

Tite CompallY dD'" nol utll1te Ihe buslf,... Dulltomer excepllon at this time.

---------------------------
Seetlon 64.2911 NotillcRtlon of customer proprietary lllltwork information .tlClll'lty

b..""h...

(a) AtelocoJDnlWlicalions canier $hall notify law enlbroement ofa breach ofits enstemers' CPNJ
a. proVided in this section. The carrler .hall not notilY ils custornm or disclo.. the breach publioly,
whether volUJltarllyor und"" .!1lte or looellaw or the,. IUle., uutll it has completed tha proces. ornotil}ing
law enfo.'Ccm,mtpu"",ant Ie paragraph (b).

(b) ki; soon as practlceble, and in no event laterlhan ,.ven (7) bu.,iness days, .flor reasonable
determhlaUon of the breach, the talocommunica!ions carrier ..hall electronically notify 1he United State,
Secret 8el:vlc. (USSS) end the Federal Bureaa oflnvesllgation (FBI) through a eenlTal r"l'ortlng fucillty.
Th. Con1llIlsslon will maintain a link 10 tile reporting (aolllt» at httiX/www.fca.gov/eblQjl!!l,

(1) Notwithstanding any stllte Jaw eo the cOlllrI!l'Y, the cmrler shall not notifY oustorners or
disolo.e tile breach to ti,,'pubJlc natll 7 fIlll buslness da)'S bav. passed after n<>iiflcation Ie the usss and
the FBI ."""plas proVided In paragraphs (2) and (3).

(2) lftho oorrier believes that tbsre i. ""extnordlnarily urgent need to notifY any clas. ofaffected
customers SOOller than otherwise allowed ullder paragrapb (I), in order t<> avold innnetllaW ~nd irreparable
herm, It shsll so indicate in its llIltlfication and my proceed to innnediately notify its affected custom"",
only after consultation with the ",levantinvestigatiog agency. !l:>e carrler .haUcoopetalC with tIte relevant
Investigating ageucy's ,equestIe mmiml.. any edverso effects ofsnch c""lomcr n<>iitioatlon.

(3) If tho relevan! investigating agency determines that the publle disclosure or notice t<>
'customers woold impetle or "".omlse Illl ongoing or potential crlnrlna1lnvesllgatlon or na!loDlJ1 security,
such agency may dlrect lhe carri.r not to so disclose or notify ror an initial period of up to 30 days. Such
perIod may be eJ<!<nded by tilt> agenoy ... ,...on$hlo nocessary in. the judgment of tile agency, If suoh
direction is given, tho agency shell notlfy the cemer whon II sppaars that public disclosure Dr notice to
affected cusloJnel'S will no longer impede or oompromlse a orimlnallnvestlgatlon Dr national seeurlty. The
agency shall provide in wrlling Its Initial. dh"edon to the carrier, any subsequent e=sion, and any
notIfication that notice will no longer impad. or compromise a crlmlnallnvesllgatlon or natlonal .""urlty
and such wrltfugsshall be cenlOlllporaneously logged'on the ""Ille reporting fuclIlty that contains records of
notillcafion. filed by ooniel'$. .

(c) RecordlllJeping. All carri.,~ Shall maintaln a record, olectronicallyorin some other marmor, of
any breache. dlscovored, notlllestlon made to die USSS and the FBI pursu.nll<> paragraph (b), and
notilleatlon made to cusromers, The record must Include, ifavaDable, datos ofdiscovery and notification, a
detailed tlesoription of tho CPNI that was the suliJO¢! of the lu'll"oll, lUld the elrc_stanoe, of the b....ob.
CalTier. sltall retain the record for a minimum of2 years.

Tlte c01t!P,my I,aspo/lcle.! ",14proceliureslfl place to eI,.",e compliance witlr Rille /f4.2IJll. W1t<fll!t /$
teasoflab"" lietern,ffleli that e breMh lias occurred, tke Cl'Nl CQmpliance OJlker will IUJI/IY law
enforcement anil its cuswm... lrr ti,e reqalreillimefromes. "record Q/II,e brenell wl/loe mrdrrraim:dfor
a minimum Of two years and IIIUI iIlclade all fnfQtmatlon ""lulred oy RI,le 64.2IJl!.
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